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DETAILED ACTION 

CLAIMS PRESENTED 

Claims 1-38 are presented. 

RESPONSE TO AMENDMENTS 

In response to applicant's amendments regarding the previous action's 112 rejections, said 
rejections have been appropriately withdrawn. 



RESPONSE TO ARGUMENTS 

Applicant's arguments with respect to claims 1, 22, and 28 have been considered but are moot in 
view of the new ground(s) of rejection. 



CLAIM REJECTIONS 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 1-5, 10-12, 14-23, 26-30, 33-38, are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Yup et al., US PGP No. 20020191784, and further in 
view of Best, US Patent No. 4,168,396. 
As per claim 1, 23, 30, Yup teaches: 

An apparatus for performing cryptographic operations, comprising: 
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a cryptographic instruction, received by a computing device microprocessor as part of an 
instruction flow executing on said computing device microprocessor , wherein said cryptographic 
instruction prescribes one of the cryptographic operations, and wherein said one of the 
cryptographic operations comprises: 

[see paragraphs 0038-0039] 
a plurality of CBC block cryptographic operations performed on a corresponding plurality of input 
text blocks; 

[see paragraph 0040] 

[CBC] mode logic, operatively coupled to said cryptographic instruction, configured to direct said 
computing device microprocessor to update pointer registers and intermediate results for each of 
said plurality of [CBC] block cryptographic operations; and 
[see paragraph 0025] 

execution logic, operatively coupled to said [CBC] block pointer logic, configured to execute said 
one of the cryptographic operations. 
[see paragraph 0041] 

Yup is not explicit in teaching CBC block cryptographic operations. More specifically, 
although Yup teaches cryptographic operations on multiple successive blocks of text, Yup does 
not expressly state that these cryptographic operations are of cipher block chaining mode. As 
evident in applicant's disclosure on paragraph 0012 of the specification, it is well known that all 
symmetric key algorithms employ the same types of modes. ECB, CBC, CFB, and OFB are 
examples that applicant discloses. Based on this, examiner deems it obvious for one of ordinary 
skill in the art to implement CBC or any other block cipher mode in conjunction with the 
system/apparatus taught by Yup. 

Yup is also not explicit in teaching that the computing device is a microprocessor. For 
this limitation, examiner relies on the Best reference. Please see col. 2, lines 67-68 and col. 3, 
lines 1-12. Best teaches a microprocessor for executing computer programs which have been 
enciphered during manufacture to deter the execution of the programs in unauthorized 
computers. This microprocessor deciphers and executes an enciphered program one instruction 
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at a time, through a combination of substitutions, transpositions, and exclusive-OR additions, in 
which the address of each instruction is combined with the instruction. It would have been 
obvious at the time of the invention to one of ordinary skill in the art to implement the invention 
cited above by Yup within a microprocessor, as taught by Best, in order to provide a secure 
cryptographic system which is suitable for protecting programs which are deciphered one byte at 
a time as the program executes. 



As per claim 2, Yup teaches: 

The apparatus as recited in claim 1 , wherein said one of the cryptographic operations further 
comprises: a CBC mode encryption operation, said CBC mode encryption operation comprising 
encryption of a plurality of plaintext blocks to generate a corresponding plurality of ciphertext 
blocks. 

[see paragraph 0040] 
As per claim 3, 35, Yup teaches: 

The apparatus as recited in claim 1 , wherein said one of the cryptographic operations further 
comprises: a CBC mode decryption operation, said CBC mode decryption operation comprising 
decryption of a plurality of ciphertext blocks to generate a corresponding plurality of plaintext 
blocks. 

[see paragraph 0040] 
As per claim 4, 36, Yup teaches: 

The apparatus as recited in claim 1 , wherein said one of the cryptographic operations is 
accomplished according to the Advanced Encryption Standard (AES) algorithm. 
[see paragraph 0024] 
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As per claim 5, 34, Yup teaches: 

The apparatus as recited in claim 1 , wherein said cryptographic instruction prescribes that output 
feedback mode to be employed in accomplishing said one of the cryptographic operations. 
[see rejection of claim 1] 

As per claim 10, 26, Yup teaches: 

The apparatus as recited in claim 1 , wherein said CBC mode logic directs said computing device 
to modify said pointer registers to point to next input and output text blocks at the completion of 
each of said plurality of CBC block cryptographic operations on each of said corresponding 
plurality of input text blocks. 

[see paragraphs 0025-0027] 

As per claim 11, 27, Yup teaches: 

The apparatus as recited in claim 1, wherein said CBC mode logic directs said computing device 
to store a current output text block to a memory location pointed to by an initialization vector 
register. 

[see paragraphs 0043-0044] 
As per claim 12, 29, 37, 38, Yup teaches: 

The apparatus as recited in claim 11, wherein said OFB mode logic directs said computing device 
to generate said current initialization vector equivalent by exclusive-ORing a current input text 
block with a current output text block. 
[see paragraph 0027] 



As per claim 14, 28, 33: 

Yup does not explicitly disclose: 
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The apparatus as recited in claim 1 , wherein said cryptographic instruction is prescribed 

according to the x86 instruction format. 
It would have been obvious to one or ordinary skill in the art to create the instructions in x86 
format or any other format. One would have been motivated to do so in order to conform to the 
type of platform selected for implementation of the encryption/decryption device. 

As per claim 15, Yup teaches: 

The apparatus as recited in claim 1 , wherein said cryptographic instruction implicitly references a 
plurality of registers within said computing device. 
[see paragraph 0024] 

As per claim 16, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a first register, 
wherein contents of said first register comprise a first pointer to a first memory address, said first 
memory address specifying a first location in memory for access of said plurality of input text 
blocks upon which said one of the cryptographic operations is to be accomplished. 
[see paragraphs 0024-0027] 

As per claim 17, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a second 
register, wherein contents of said second register comprise a second pointer to a second memory 
address, said second memory address specifying a second location in said memory for storage of 
a corresponding plurality of output text blocks, said corresponding plurality of output text blocks 
being generated as a result of accomplishing said one of the cryptographic operations upon a 
plurality of input text blocks. 

[see paragraphs 0024-0027] 
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As per claim 18, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a third 
register, wherein contents of said third register indicate a number of text blocks within a plurality 
of input text blocks. 

[see paragraphs 0024-0027] 
As per claim 19, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a fourth 
register, wherein contents of said fourth register comprise a third pointer to a third memory 
address, said third memory address specifying a third location in memory for access of 
cryptographic key data for use in accomplishing said one of the cryptographic operations. 
[see paragraphs 0024-0027] 

As per claim 20, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a fifth register, 
wherein contents of said fifth register comprise a fourth pointer to a fourth memory address, said 
fourth memory address specifying a fourth location in memory for access of an initialization vector 
for use in accomplishing said one of the cryptographic operations. 
[see paragraphs 0024-0027] 

As per claim 21, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a sixth 
register, wherein contents of said sixth register comprise a fifth pointer to a fifth memory address, 
said fifth memory address specifying a fifth location in memory for access of a control word for 
use in accomplishing said one of the cryptographic operations, wherein said control word 
prescribes cryptographic parameters for said one of the cryptographic operations. 
[see paragraphs 0024-0027] 
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As per claim 22, Yup teaches: 

The apparatus as recited in claim 15, wherein said plurality of registers comprises: a sixth 
register, wherein contents of said sixth register comprise a fifth pointer to a fifth memory 
address, said fifth memory address specifying a fifth location in memory for access of a control 
word for use in accomplishing said one of the cryptographic operations, wherein said control 
word prescribes cryptographic parameters for said one of the cryptographic operations. 
[see paragraph 0040] 

Claims 6-9, 13, 24-25, 31-32, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yup and Best as applied to claim 1 above, and further in 
view of Sorimachi et al., US Patent No. 7184549. 
As per claim 6, 24, 31: 

The Yup reference has been discussed above. Yup is not explicit in teaching: 

The apparatus as recited in claim 1, further comprising: a bit, coupled to said execution 
logic, configured to indicate whether said one of the cryptographic operations has been 
interrupted by an interrupting event. 

Sorimachi teaches the deficiencies of Yup. [see col. 13, lines 29-55] 

It would have been obvious to one of ordinary skill in the art to combine what is taught above by 
Sorimachi with the teachings of Yup in order to handle the exceptions when they occur. It would 
be beneficial to incorporate the use of exception handling so that the system can deal with 
exceptions in the event that a change in the normal flow of execution of the system arises. 

As per claim 7, Sorimachi teaches: 

The apparatus as recited in claim 6, wherein said bit is contained within a flags register. 
[see col. 14, lines 28-45] 
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As per claim 8, Sorimachi teaches: 

The apparatus as recited in claim 6, wherein said interrupting event comprises a transfer of 
program control to a program flow configured to process said interrupting event, and wherein 
execution of said one of the cryptographic operations on a current input text block is interrupted. 
[see col. 14, lines 28-45] 

As per claim 9, 25, 32, Sorimachi teaches: 

The apparatus as recited in claim 8, wherein, upon return of program control to said cryptographic 
instruction, said one of the cryptographic operations is performed on said current input text block. 
[see col. 14, lines 28-45] 

As per claim 13, Sorimachi teaches: 

The apparatus as recited in claim 6, wherein said interrupting event comprises an interrupt, an 
exception, a page fault, or a task switch. 
[see col. 13, lines 29-55] 

CONCLUSION 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant 
is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS 
from the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the 
mailing date of this final action and the advisory action is not mailed until after the end of the 
THREE-MONTH shortened statutory period, then the shortened statutory period will expire on the 
date the advisory action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will the statutory 
period for reply expire later than SIX MONTHS from the date of this final action. 
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